
I N F O R M A T I O N  S E C U R I T Y

PRACTICE OVERVIEW
Security has become a major concern for companies throughout the

world. New vulnerabilities are discovered on a daily basis and are

being used by external as well as internal intruders. This malicious

activity can severely affect an organization’s business operations

and cost millions of dollars to rectify. In today’s computing

environment, every company needs to engage in a comprehensive

security initiative to minimize risk. Idea Integration consultants have

over 25 years of combined experience in the security arena. Our

security experts hold the Certified Information Systems Security

Professional (CISSP) designation along with other certifications from

the International Information Systems Security Certification

Consortium (ISC), the National Security Agency (NSA), and

Microsoft®.

Organizations today realize the importance of securing their

proprietary data from unauthorized sources. Idea Integration’s

security practice offers a wide range of services, each of which

complement the various solutions developed by Idea’s 

infrastructure team.

SECURITY SOLUTIONS
Enterprise Security Assessment
In today’s business world, organizational management often 

focuses more on business strategy rather than the security

requirements needed to protect business interests. Idea’s

information security professionals identify known vulnerabilities

from all angles. Our security consultants understand the concept of

“defense-in-depth” and realize the importance of taking a proactive

approach to securing a company’s assets. Policy review, network

architecture evaluation, and vulnerability assessments are just a 

few of the many components developed under our security

assessment offering.

Information Security Governance
Security governance is a key component of achieving secure and

seamless business operations, and regulatory compliance has

become a serious matter. Many healthcare, financial, and public

corporations fall under one of various legislative laws that mandate

the disclosure of company information. Idea Integration’s security

governance methodology is based on the National Security Agency’s

Information Assurance Methodology (NAIAD). Our security experts

have worked in the areas of HIPAA and Sarbanes-Oxley, and utilize

the ISO17799 / BS7799 2002 frameworks for assessing

organizations of all sizes.

Managed Security Monitoring
Idea partners with industry-leading CounterPane™ Internet Security

to offer a managed security monitoring service (MSM). This solution

allows IT staff to focus on core daily duties while outsourcing the

expertise of security monitoring to our analysts. This provides

24x7x365 monitoring of the network at a fraction of what it would

cost internally. The MSM monitors the network and reacts to any

disallowed or suspicious network activity by immediately notifying

the client and creating a valid response to the threat.

Annual Security Subscription
Organizations are often challenged to maintain a complete security

posture, and Idea’s solution enables organizations to concentrate 

on daily business needs. Our security consultants conduct annual

security testing to ensure the integrity of the network is upheld. Our

annual security subscription service consists of two enterprise

security assessments, multiple external perimeter tests and

monthly perimeter scans. 

TRUE SECURITY PROFESSIONALS + QUALITY SOLUTIONS = SECURE ENTERPRISE



Disaster Recovery Planning
Unforeseen threats and natural disasters can affect an

organization’s business processes at any time. Idea has deep

expertise in the area of disaster recovery and works with your

organization to ensure your current disaster recovery plan is

complete and aligned with industry best practices. Idea develops a

disaster recovery plan and assists you in implementing the

necessary infrastructure and applications to support it.

Physical Security Testing
Organizations often rely on perimeter devices for protection from

unauthorized access but can fail to address the physical security of

their facilities and data centers. Idea conducts a comprehensive

assessment of your physical assets, ensuring the appropriate

security measures are in place and sensitive business data is

secure. Our security experts provide companies with simulated

physical attack on their facilities in accordance with real-world

events.

Security Policy Implementation/Review
Companies often implement various written policies that protect

themselves, as well as their users, from all types of legalities.

Unless these documents have been officially approved by executive

management, they provide little defense if challenged. Idea

develops comprehensive security policies and other supporting

documentation, allowing you to institute and enforce best practices

across your enterprise.

Wireless Security Assessment
In today’s world, mobile technologies are becoming more prevalent.

Although convenient, unprotected wireless access may allow

malicious users to launch attacks bypassing your standard security

counter measures. Idea’s wireless security assessment involves an

in-depth look at your organization’s wireless infrastructure security

posture. Our security professionals perform a thorough analysis of

your wireless systems, protection mechanisms, and wireless

security policies. This assessment protects you from potential

threats and data disclosure.

For more information on security solutions and services from Idea
Integration, visit us on the Web at www.idea.com or call
800.idea.com, ext. 2418.
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When you work with Idea Integration professionals-whether it’s one

person or an entire team selected from our nationwide organization-

you also have the collective resources and commitment of MPS

Group, a Fortune 1000 billion-dollar international services firm.

At Idea, we judge our success by our high number of repeat

customers. We execute. And we deliver on our promises. Just ask

our clients.

www.idea.com • 800.idea.com


